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Project

CHIEF is a 36-months lasting European funded project,
poised to enhance collaboration in the Cybersecurity
domain across Europe by improving information sharing
frameworks, interoperability, and governance between

Security Operations Centers (SOCs), starting with

National Cyber Hubs.

Overall Scope

CHIEF will support and facilitate the development of
cross-border detection and response capabilities, the
establishment of a reference architecture for secure data
exchange, and the integration of SOCs into a unified
European Cybersecurity Alert System.

This approach, leveraging on the collaboration with ENISA,
will foster the development of EU standards and taxonomies to
ensure seamless cooperation for both National Cyber Hubs as

well as for Cross-Border Cyber Hubs.

Finally, the CHIEF project directly contributesto the overarching
goals of Digital Europe Programme and the specific objectives
of the DIGITAL-ECCC-2024-DEPLOY-CYBERQO7 SOCSYS by

supporting the creation and expansion of cross-border SOC

platforms that enhance cybersecurity threat detection and

intelligence-sharing across Europe.




Objectives
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Structuring cooperation among National Cyber Hubs,
to serve as a basis for more cross-border information
exchange and the involvement of other relevant Hubs

at all levels.
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Fostering public private cooperation, leveraging industry
expertise to improve threat detection, response,
and resilience. Strengthening partnerships to enhance

collective security.
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Identifying potential solutions for integrating emerging
technologies with a focus on HPC and Al into Security
Operations Centers (SOCs), so to increase their efficiency

and capabilities.

National Cyber Hubs

Member States’ designated entities, with the capacity to act
as a reference point for other public and private organisations
at national level for collecting and analysing information on
cyber threats and incidents and to contribute to a
Cross-Border Cyber Hub. They can detect, aggregate, and
analyse data and information relevant to cyber threats
and incidents, such as cyber threat intelligence,

using state-of-the-art technologies to prevent incidents.
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